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 Based in Silicon Valley, DriveHQ was the first company to offer Cloud IT Solution.

 We have over one million customers from all over the world and across many 
industries. 

 We have tens of thousands of business customers, including some high profile 
companies (see http://www.drivehq.com/about/testimonials.aspx)

 We are privately funded and profitable.  We have a proven successful business 
model. 

 We are headquartered in the Bishop Ranch business park in San Ramon, CA and 
our data center is in Fremont, CA.  

https://www.drivehq.com/about/testimonials.aspx
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DriveHQ’s datacenter is co-located with Hurricane Electric in Fremont, CA.

The datacenter features:

 Redundant power supplies and Internet connections

 24x7 onsite security, surveillance cameras, automatic monitoring & alarm 
system

 Virtually unlimited network bandwidth

 Fully redundant hardware - no single point of failure
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Our network is monitored 24x7 using a multi-tiered failsafe system.  If and when 
there’s a problem, we make sure it’s resolved immediately.  Our failsafe system 
consists of:

 Automatic monitoring and alarm system

 Network monitoring, support and operations team in USA

 Additional network monitoring team in Shanghai

 24x7 datacenter support personnel

Together with our state-of-the-art redundant system design, our site uptime is over 
99.9% ! 

 DriveHQ offers many services that can backup for each other, e.g.:
◦ DriveHQ.com website and FTP site can backup for each other; 

◦ DriveHQ webmail and SMTP/POP3/IMAP email server can backup for each 
other.
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 We follow the industry’s top security and privacy practices

 Only few senior operations personnel can access the data center.  All activity is 

logged to ensure accountability and strict adherence to procedures.

 We have a 24x7 automatic monitoring system which detects system problems, 

abuses, or intrusions. Network administrators are notified immediately of any 

problems.

 All employees are required to have strong passwords and must change them 

periodically.

 New security patches are tested and installed as soon as possible.

 Firewalls, security software, and anti-virus software are all used.

 Customer data is never accessed by DriveHQ employees unless requested by 

customer for review or customer support.
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 We only collect from customers data that is deemed necessary.

 We do not sell your data or customer information to any 3rd party company.

 Customer credit card information is never recorded unless requested by customer for 

automatic payment. 

 We do not send any spam emails and forbid our users from sending them.
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Data Security and Privacy

Data uploaded to your  account is secure and private.  By default, your data cannot be accessed  without 

username and password authentication .

Network Transfer Security

The website, www.drivehq.com, uses 128-bit SSL for transferring sensitive data, such as customer credit card 

information.  SSL can also be enabled for all web pages, as well as our desktop software, FTP, Email and 

WebDAV services.

Data Encryption 

For the highest level of security, DriveHQ’s client software also support folder encryption.  Data is encrypted 

locally before being uploaded to DriveHQ. Without your private encryption key, nobody including DriveHQ staff 

can access your data.

Data Protection

DriveHQ uses multiple levels of redundancies to protect your data. Each set of our storage system can survive at 

least 3 disk failures at the same time. 

File History and Versioning

File versioning is supported whether you’re using the website, File Manager, Online Backup, map drive, or FTP. 

If you accidentally overwrite a file, it can still be retrieved from the old versions.

http://www.drivehq.com/
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DriveHQ Cloud IT system allows fine grain control over what data your users or sub-

users, who can range from your employees to your clients, have access to. It has the 

following user management and security features:

 Create different sub-user accounts with different  usernames and passwords. Sub-

users can be assigned with different roles, e.g.: Group Admin, Sub-group Admin, 

Regular Member and Guest User

 Group your users into different sub-groups and contact groups

 Restrict a user, sub-user, sub-group or contact group to only being able to access 

certain shared folders with certain permissions

 Give a user different permissions to different folders

 Allow or not allow sub-users to see other group members in their group

 Record event logs of your sub-users or folders so you can audit the activities

 If you share a folder to non-DriveHQ members, they will only have read access to it

 Create secure upload-only folders for non-members by using “drop box” folders
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A common misconception is that health care providers can simply find an offsite storage 

provider that is HIPAA compliant. While our products and services can support HIPAA 

compliance, it’s really up to the customer to make sure they are following the right 

procedures and take the appropriate actions to ensure HIPAA compliance. What we offer 

that relates to being HIPAA compliant is safe and secure offsite storage, multiple levels of 

redundancy of our storage equipments, power supplies and network connections, 24/7 

onsite security, user access control and data encryption.

To help you meet HIPAA requirements, you can follow these guidelines: 

• Make sure you use strong passwords and never share them to other people unless 

necessary. Strong passwords usually mean passwords with at least 12 characters, that 

include upper and lowercase letters and other characters like “$”, “%”, “!”, “@”, “-“, etc.

• Use DriveHQ’s File Manager desktop software, which is the most reliable way to transfer 

files. 

• Use DriveHQ’s Online Backup desktop software to schedule automatic backups of your 

data.

• When sharing folders to different people, make sure to select the appropriate permissions.

• Both DriveHQ FileManager and Online Backup software support SSL/HTTPS and folder 

encryption. When you turn these features on, security is further increased. With folder 

encryption, your files will be encrypted before being uploaded. Files remain encrypted while 

stored on DriveHQ servers.
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 Is DriveHQ compliant with SAS70 and ISO 27001? 

Based on our track record and internal security audits, we certainly believe we are. 
However, we have never thought it worthwhile to pursue the certifications, the main reasons 
being:

 DriveHQ offers products and services that are not specifically targeted toward any one type 
of business. We are not required to get these certifications. Our offered services are similar 
to what is provided by your ISP, hardware, and software vendors, who are also not required 
to obtain these certifications.

 To obtain such certifications requires a lengthy and costly process.  We would rather devote 
our resources to providing our customers with better products and more savings.

 While we pride ourselves with having highly secure technology built into our infrastructure, 
customers are also provided with additional security and administrative tools to enable 
features like SSL, folder encryption, user roles and ACL-based access control.
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Our customers come from all different industries and trust us to provide them the 
most secure Cloud IT and online data management services
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Why continue to worry about the security and accessibility of your data 

when you can simply go with DriveHQ?

DriveHQ’s cloud servers are redundantly backed up and monitored 24x7 by 

experienced IT professionals.

DriveHQ’s Online Backup protects your data in the event of major disasters like fires, 

earthquakes, floods, Tornados, burglaries.

You don’t need to be an expert to manage your IT. You can easily do so online.  And if 

you ever have any problems, DriveHQ’s support staff is there to help you.

With DriveHQ, you don’t need to order dedicated T1/T3 connections and you don’t 

need to set up a complicated VPN.

Our system is extremely secure and we even offer folder encryption for those who 

need the ultimate level of data security.
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You can’t go wrong with DriveHQ!  We have…

 Top quality service since 2003

 More  than 1 million registered customers, tens of thousands of business 

customers, incl. some very large corporations, many government offices and 

non-profit organizations use our services.

 Unique position in the Cloud IT service space; fast growing business client 

base.

 Long term viable business model

 Solid financials: a profitable company with a strong growth momentum.

We strive hard to offer the best services and support to our clients and 

partners. If you have any questions, please contact us via email or 

phone. http://www.drivehq.com/About/contacts.aspx

http://www.drivehq.com/About/contacts.aspx

